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The Many Ways to Get “In”

Mobile
Device

System

| Prov.' Operating
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Device Theft/Loss

Misuse of Camera/Mic/
GPS

Device Configuration
Poor Passwords
Preboot Malware Alters OS

Faulty OS (Zero-Day
Vulnerablhty)

Malware Injection

ID Thett (esp. w/same
Password across apps)

Policy Failure (Company;
ISP, etc.)
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App Vulnerabilities

Buy at the Company Store!  Be Wary in the Android World

. 1 « PC Mag Report 10/6/13:
1Tunes Trend Micro Labs reveal
e Android Market Android Malware reaches

. One Million
e Microsoft

for Apps sold in these
venues

« Strict controls are in place E)
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Smartphone Configuration Tips

Ask about the Default
Configuration Settings...

*Does your Flashlight
App need your geo
location?
*iPhone Location Services
— Popular Near Me
— Location-Based iAds
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Camera
Compass
Maps
Passbook

Reminders
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Select “System Services”

* The default setting for
— Location-based iAds
— Popular Near Me

® IS “On”

* Because Mobile Apps
can’t set “Cookies” like
PCs and Laptops, these
selections are vital for
Advertisers
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{ Back  System Services

Cell Network Search
Compass Calibration
Diagnostics & Usage
Location-Based iAds
Popular Near Me
Setting Time Zone
Traffic

Wi-Fi Networking

Frequent Locations
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Settings-Privacy-Location Services-
System Services-Frequent Locations

esee0 AT&T M-Cell 5 21:34 % 63% W

Location Services & Privacy Done

encrypted form to Apple, to
improve a crowd-sourced
database that may be used to
offer geographically-relevant
Apps.

e Frequent Locations. Your iPhone
will keep track of places you have
recently been, as well as how
often and when you visited them,
in order to learn places that are
significant to you. This data is
kept solely on your device and will
not be sent to Apple without your
consent. It will be used to provide
you with personalized services,
such as predictive traffic routing.

¢ Location-Based iAds. Your
iPhone will send your location to
Apple in order to provide you with
geographically relevant iAds.
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Settings-Privacy-Location Services-
System Services-Frequent Locations

esee0 AT&T M-Cell & 21:24 ¥ 69% ml)

{ Back Frequent Locations

Frequent Locations O

Allow your iPhone to learn places you
frequently visit in order to provide useful
location-related information.

Improve Maps D

Allow Apple to use your frequent location
information to improve Maps. Learn More...

HISTORY

Ann Arbor, Michigan

6 locations recorded 9/19/13 - 10/2/13

Ypsilanti, Michigan

1 location recorded on 10/1/13

Toledo, Ohio
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Settings-Privacy-Location Services-
System Services-Frequent Locations
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2814 Hampshire Rd

15 visits recorded since September 19, 2013

310 E Washington St

9 visits recorded since September 19, 2013

2755 Carpenter Rd

2 visits recorded since September 21, 2013

3309 Honeysuckle Dr

1 visit recorded since September 29, 2013
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Security for your USB Drive

F

| Panel Home
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%@l # Control Panel » All Control Panel tems » BitLocker Drive Encryption - |¢, | r

Help protect your files and folders by encrypting your drives

BitLocker Drive Encryption helps prevent unauthornized access to any files stored on the drives shown below.
You are able to use the computer normally, but unauthorized users cannot read or use your files,

What should I know about BitLocker Drive Encryption beforeI turn it on?

BitLocker Drive Encryption - Hard Disk Drives

SysternDisk (C:) r&:‘ Turn On BitLocker

o Off
LocalDisk (L) 'Eié.' Turn On BitLocker

E_—;:l? Off
UserDisk (L] '@' Turn On BitLocker

E=ao Off

BitLocker Drive Encryption - BitLocker To Go
BUTZEL] (E:) Turn On BitLocker

- Off
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Security for your USB Drive

[oal

L)- &I BitLocker Drive Encryption (E:)

Choose how you want to unlock this drive

[¥] Use a password to unlock the drive

Passwords should contain upper and lowercase letters, numbers, spaces, and symbaols.
Type your password:

Retype your password:

[] Use my smart card to unlock the drive

You will need to insert your smart card. The smart card PIN will be required when you unlock the drive,
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FBI Recommendations for Mobile
Devices Generally

« Password Protect your <« Vet Apps before

Phone downloading (e.g.,
e If you trade-in or CNET)
sell->reset to factory * Be wary of Apps
default requesting Geo location
« Update OS when * Do NOT click on links
prompted without being sure of
- Do not jail break or sender (and sender’s
root your phone known email address)
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FBI Recommendations for Business
Travelers Abroad

« Beware that your  Clear your browser after
conversations may not be each use (history, cache,
private or secure. cookies, temp files).

* Do not leave electronic * Do not allow foreign
devices unattended. electronic storage devices

» Avoid public WiFi (in (e.g., USB drive) to be
many countries they are connected to your
controlled by security computer or phone.
agencies); in all cases * Do not use non-company
they are insecure. devices to connect to

* Remember: WiFi in company network.

Flight is Public, too.
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